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ƃİ

sĺ�ĜNxùÚ_Ĥ: ƅèĞ¡�:zō;{ĻČúŅ�dÁýĪ�� śıĵŌś, ƅè�

ő¶ĤàđĈĳĝXņ�wXŢŚ�Û�Ř°ú��», ÞúųŸ¨Ř�“Ark”. pN�ƅèbNĽÛ

«£ŶŋĎ, œĴÛ«�·õÏ“Ark”ĎĈ¡ÍŊX{. �\Ï`ś, ĤĎuoùúdÁpĈĤģÛ«

îŝúõÏ, ¢ĳƅèŔ“Ark”ŪÔ¨eÈiŎÕõÏ¼Ċòġ. ì“Ark”īrNxŐõĔĄúÈiİ

Ï, �[ŜòìúĥĆY, ŉ¤ĈƍŅŁ¦ÈiİÏ�ċŋòì, ²§, ĽpX{Ž¡Ñ¼ĊġìŜ¹ò

ì“Ark”.
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òz

“Ark” łĳ�« 3 x utf-8 �yYú²¡Â`ërú, Ark = A + r + k. ì “A” ûir utf-8 �y

Yú 0-1 Ŀë®:

“A” �−→ 65(Decimal) �−→ 41(Hexadecimal) �−→ 01000001(Binary) (1)

`�ú, ö�Ùx¨Ř� utf-8 �yYú 0-1 Ŀë®:

“Ark” �−→ 01000001, 01110010, 01101011(Binary) (2)

MD5 ĒŁ�ŵX�WÐ:

1. ]zòìĿë®: ŪÔƌĿëÃ�àòìõÏĔĄÃ�;

2. oĤi¹�ÙÕ: �ÜżıĢŋgbú MD5 òġőă;

3. żıòġşĒ: ªŖĿë®õĽ��şĒ[ĒŚĕżı.

1. ]]]zzzòòòììì

MD5 ĒŁ�ĺ 512 Ŀë�N®ŪÔXł]z, �òìõÏ“Ark”� utf-8 �yYĽp 3× 8 = 24 Ŀ

ë, ĶÏ�ÔĢï 512 Ŀë, �ĊŔòìŪÔNõōkúÃ�.

MD5 ōõ: p­İÏòìúYN²ĄúįĿë��� 1, Ç¨Ŀë�¹� 0, Ôbgb 8 ²Ą (64

Ŀë�) ³øp­òìĿë®ĔĄ, úÏ�o, ŧĊĬŌÃ�çrbúĿë®ĔĄ� 512 úÎÙÕ].

(3× 8 + 1× 8 + 52× 8 + 8× 8) % 512 = 0 (3)

01000001, 01110010, 01101011
� �� �

Ark 3bytes

, | 10000000, 00000000, · · · , 00000000
� �� �

53bytes

, | 00011000, 00000000, · · · , 00000000
� �� �

8bytes

(4)

gb 8 ²Ąú§N²Ą 00011000 Ŕò�Ū��� 24, ­��p­òìĿë®ĔĄ. ŧŉp­òì

²Ą®ĔĄ� N , ƌĿëÃ�úƌ²Ą®ĔĄ� M, ¦ MD5 ĤÆÈńö:

(N × 8 + 1× 8 +M× 8) % 512 = 448 (5)

=⇒ M = 64K + 55−N ⩾ 0, K = 0, 1, 2, 3, . . . (6)

Ķ�p­òì²Ą®ĔĄ N �łĳªŖÝÙ�öŜú, �NxŏŜŠ. �ÔÎön 6 gk K ²r

Ņ, ĜĬĒ¡��śĄ��, Ľ�ĊŪÔN�ĩ� ( mod ) şĒÆłæõYÌƌĿëÃ�ú²Ą®ĔĄ

M, ĴśƉf©Ąã�� O(1).

2. oooĤĤĤiii¹¹¹���ÙÙÙÕÕÕ
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RFC-1321 ōõ [1] oė MD5 żıúıxo� (ôũÙÕ) X}� 32 Ŀë�, �¾Ū�Ùâĩ�ì

��: 01 23 45 67, 89 ab cd ef, fe dc ba 98, 76 54 32 10, ÎÖërNxýĴ. ¦ÜĬĒ¡{²Ąkũ

���, ĶÏ���{łĳð³�Ùâ�:

1 >>> A = 0x67452301 = 1732584193

2 >>> B = 0xefcdab89 = 4023233417

3 >>> C = 0x98badcfe = 2562383102

4 >>> D = 0x10325476 = 271733878

ûi��Ū�®à 0-1 Ŀë®:

1 >>> 0x67452301 -> 103 69 35 1 -> 01100111 01000101 00100011 00000001

2 >>> 0xefcdab89 -> 239 205 171 137 -> 11101111 11001101 10101011 10001001

3 >>> 0x98badcfe -> 152 186 220 254 -> 10011000 10111010 11011100 11111110

4 >>> 0x10325476 -> 16 50 84 118 -> 00010000 00110010 01010100 01110110

3. õõõ���ĔĔĔûûûŎŎŎÕÕÕ

�żı�, õ�ĳYıņĬĒ¡õĽ�ú�şĒĔûŎÕ:

a) F (X,Y,X) = (X&Y ) | ((∼ X)&Z)

b) G(X,Y, Z) = (X&Z) | (Y&(∼ Z))

c) H(X,Y, Z) = X ' Y ' Z

d) I(X,Y, Z) = Y ' (X | (∼ Z))

e) LoopShiftLeft ĉĢŃŴŎÕ = L (X, s) = (X << s) | (X >> (32− s))

f) T (x) = +| sin(x+ 1) | ×4294967296,, x = 1, 2, . . . , 64 �Ą�

Ç{ 4294967296 (Decimal) = 10000000, 00000000, 00000000, 00000000 (Binary), Ôb«� Ronald

L. Rivest [1] ōõĉĢŃŴ�Š s �żı�ÕúŎÕ, ­��ŏŜúõ�.

S = 4 ∗ [7, 12, 17, 22] + 4 ∗ [5, 9, 14, 20] + 4 ∗ [4, 11, 16, 23] + 4 ∗ [6, 10, 15, 21] (7)

= [7, 12, 17, 22, 7, 12, 17, 22, 7, 12, 17, 22, 7, 12, 17, 22, 5, 9, 14, 20, . . . . . . , 6, 10, 15, 21]1×64

4. ĉĉĉĢĢĢżżżııı

ĒŁÛYð 1 ¢³.
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ð 1: MD5 żıĒŁ

Algorithm 1: MD5 żıŖ� (ið�tlØÕÁ}ŲĜ 1 _Ĥ, �sÕ���tĜ 0 _Ĥ)

Input: n 4 ú�Ū�ið Ω = 65, 114, 107
! !! !

Ark 3bytes

, | 128, 0, 0, · · · , 0
! !! !

53bytes

, | 24, 0, 0, · · · , 0
! !! !

8bytes

\ÙÕ

Output: ĔĄ� 32 ú�¾Ū�²¡�

1 for i = 1 −→ ((N + 1 +M+ 8) mod 64) /* N + 1 +M+ 8 = Ω úĔĄ */ do

2 AA = A; BB = B; CC = C; DD = D;

3 for j = 1 −→ 64 do

4 aa = DD; bb = AA; cc = BB; dd = CC;

5 a = AA; b = BB; c = CC; d = DD;

6 if 1 ⩽ j ⩽ 16 then

7 k = 64(i− 1) + 4(j − 1) + 1;

8 X(k) = H(Ω[k], Ω[k + 1], Ω[k + 2], Ω[k + 3]);

9 /* ÚÛ: H(65, 114, 107, 128) �−→ 0x41 0x72 0x6B 0x80 = 0x806B7241 */;

10 a = b+ L (a+ F (b, c, d) +X(k) + T (j), S[j]);

11 end

12 if 17 ⩽ j ⩽ 32 then

13 k = 64(i− 1) + 4{[5(j − 1) + 1] % 16}+ 1;

14 X(k) = H(Ω[k], Ω[k + 1], Ω[k + 2], Ω[k + 3]);

15 a = b+ L (a+G(b, c, d) +X(k) + T (j), S[j]);

16 end

17 if 33 ⩽ j ⩽ 48 then

18 k = 64(i− 1) + 4{[3(j − 1) + 5] % 16}+ 1;

19 X(k) = H(Ω[k], Ω[k + 1], Ω[k + 2], Ω[k + 3]);

20 a = b+ L (a+H(b, c, d) +X(k) + T (j), S[j]);

21 end

22 if 49 ⩽ j ⩽ 64 then

23 k = 64(i− 1) + 4{[7(j − 1)] % 16}+ 1;

24 X(k) = H(Ω[k], Ω[k + 1], Ω[k + 2], Ω[k + 3]);

25 a = b+ L (a+ I(b, c, d) +X(k) + T (j), S[j]);

26 end

27 bb = a;

28 AA = aa; BB = bb; CC = cc; DD = dd;

29 end

30 A = A+AA; B = B +BB; C = C + CC; D = D +DD;

31 end

32 A = 0x1e23a4ef; B = 0xd556c324; C = 0xf059a225; D = 0x4e4004b2;

33 “Ark”↣ �−→⇝ md5 = “efa4231e24c356d525a259f0b204404e”

4


